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What’s The Problem… 
▪ With us? 

▪ With bad actors? 

▪ With legacy technology? 
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Challenges For SIU Lead Generation & Management 

Low Lead Volume
Low Lead Quality 

AI-Lead Volume 
Overload & Complexity

Keeping Up With AI 
Powered Fraudsters
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It’s Not A Fair Fight…Today

Outnumbered 
& Out-resourced

Nimble & Outside 
The Lines

Rapid New 
Tech Adopters
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The Problem: Claims Data-Centric Tech Limitations 

To stop the fraud we all know 
is there, we have to see 
provider BEHAVIORS and 
RELATIONSHIPS in real-time.
 
 
Fraud Prevention/SIU Director, Large Health Insurance Company 



Major Challenges With Current 

Pre-Payment Claims Editing 
Tech in Identifying FWA 

IN PARTNERSHI WITH

ALL of these issues:

• Missing FWA that I know exists

• No real-time provider behaviors

• Ineligible providers getting paid

75%

SOURCE: 2024 KISACO RESEARCH



Billing Spikes
Ineligible 
Providers 

Getting Paid

Routine 
CMS Edits

Related Party 
Collusion

Which abusive 
behavior do you 
MOST want to 
stop in near 
real-time 
pre-payment?

SOURCE: 2024 KISACO RESEARCH



The Provider-Centric Solution…
▪ Know your provider (KYP)

▪ One-to-Many

▪ Dynamic near real-time behaviors 
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Continuous Credentialing

• Integrity Analysis 

• Behavior Analysis

• Relationship Analysis

• Demographics / Directory 

• 8.2M NPIs

Step 1: KYP
KNOW YOUR PROVIDER

IN PARTNERSHIP WITH



Continuous Provider INTEGRITY Analysis 

• Sanctions & Exclusions 

• Licensing

• Offenses 

• SIU Case History

• Disciplinary Actions

• Fraud Hotline Cases

• Bankruptcy

• SIRIS │ OFAC



Behavior Analysis

• Claims history

• Current claims / Near real-time

• Self-referral

• Billing behaviors

• Social media / Sentimental analysis

Continuous Provider BEHAVIOR Analysis 



Continuous Provider RELATIONSHIP Analysis 

Referral relationships │ collusionOwnership interests │ collusion



Continuous Provider DEMOGRAPHIC Analysis 

• Individual identifiers

• NPI detail 

• Addresses & Images 

• Latitude / Longitude

• Taxonomy & Specialty

• Phone numbers

• SSNs │ Aliases  │W-9s



The Provider-Centric Principle: One-To-Many

• 1 provider to many claims 

• 1 provider to many providers

• 1 claim to many claims 

• 1 claim to many providers

• 1 diagnosis to many 
procedures/episodes

• 1 provider to disparate data

Real Time Data Historical Data
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Provider-Centric: Dynamic Behaviors & Relationships



19 Scheme Detection Flags

• Billing behavior flags
o Excessive referrals – 400,000+ in one year 
o Rendering / Referral volume anomaly 
o Suspicious referrals – same specialty 
o Geo-spatial / Distance  

• Provider integrity flags
o 3 NPIs – (Referring, Rendering, Billing)
o 9 aliases + 3 state sanctions 

• Multiple organizations
o 37 companies 
o 140 XYZ companies registered

• DOH disciplinary actions

Provider Intelligence Profile 

Complex Provider Collusion Scheme



Investigate More…More Efficiently
▪ Solving the “do more with less” challenge

▪ Harnessing Integr8 AI  detection power

▪ Getting to “yes/no” fast 

▪ The 8 AM click 
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1st click of the day…

• Aggregated fraud & abuse

• Dashboard views

• Pick your angle 

• Focus by behavior or scheme

• Prioritized by risk

Find New Leads



The next click…

• Highest dollar risk 

• Descending order 

• 1-click NPI investigation 

Find New Leads



1-click to deep dive…

• DME

• Billing spike concern

• KYP is 1-click away

Get NPI Details



Know Your Provider…

• Demographic

• Integrity

• Directory

• Taxonomy 

• Ownership 

• Licensure 

• Ratings

• More…

KYP



Decision points

• Triage

Know Your 
Provider (KYP)



Decision points

• Triage

• Schemes determination

Know Your 
Provider (KYP)



Decision points

• Triage

• Schemes determination

• Open investigation 

Know Your 
Provider (KYP)



• Easy to manage

• End-to-end documentation 

• Continuous automated learning 

• Dashboard views 

• Filters enable focus 

• See lead status at all times 

Manage 
Investigations



• Document decision points

• Continuous feedback loop

• Continually enhance ML and TPR

• Efficient lead management 

• Increasingly more accurate 

Manage Leads 



Questions & Answers



PRESENTER EMAILS
Clay Wilemon – cwilemon@4LDdata.com

Greg Lyon – glyon@4LData.com

Find, Fight and 
Prevent Fraud. Fast. 
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